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This presentation is different from other presentations.
You and are in charge of what happens in this presentation.

There are dangers, choices, pwning to be had and consequences. YOU must use
all of your numerous talents and much of your enormous intelligence.
The wrong decision could end in catastrophe — even
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Who are you?

YOU are all very experienced hackers who banded
together to form the newest e-Criminal group

Dedicated to a singular vision...
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PWN GiantSolid™

Compromise Exfiltrate Wreak utter
& extort havoc upon

The evil multi-trillion dollar corporation GiantSolid™.

By.any.means.neccessary
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Info5ec_SpiDeR@DOWNwithGiantSolid: ~
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Falcon Jump Box

Public IP Address: 52.41.162.154
Private IP Address: 172.16.0.10
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Post: Oday\Access Seller

Drumrlu

Our Service :
We're selling (First Hand):

-0day (Only Verified Users)
-Full DA Access Networks (High Rev - WorldWide)
-Network Hacking (Only Verified Users)

We interest to work with others too, each of us take our own percentage.(Only Pro's)
we have this ability to hack any corps in the world.

as it right now we've a Oday - RCE which we would like to sell it. but your user must be Verified here and
have High rep. we do show you a demo if you have our conditions to buy and any safe ways to transferring
money will be acceptable. wasting our time in any ways = you'll be block. those one who interest in buying
this Oday can contact me through here. please don't expect to buy a good Oday with the offers like 100k or
something like that.
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InfoSec_SpiDeR@DOWNwithGiantSolid: ~

InfoS5ec_SpiDeR@DOWNwithGiantSolid:~$ I

70530158

RustDesk

Your Desktop
Control Remote Desktop

70530158

70530158

‘ TRANEE Recent Sessions

wallis@GiantSolid



Info5ec_SpiDeR@DOWNwithGiantSolid: ~

EN Administrator: Windows PowerShell

PS C:\Users\wills\Desktop\Crowdstrike-NoPAC-Demo> "
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Info5ec_SpiDeR@DOWNwithGiantSolid: ~

Info5ec_SpiDeR@DOWNwithGiantSolid:~$ [J

More information required

Your organization needs mere informatior
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EN Administrator: Windows PowerShell

PS C:\Users\wills\Desktop\Crowdstrike-NoPAC-Demo> "
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LockBit BLACK
ACCOUNTS FOR IMPERSONATIONS

Administrator123QWEqwe '@# @#

SELF-SPREAD

SPREAD METHOD rsexec (_JP ENCRYPTION MODE auro (D
DELETE EVENTLOGS IMPERSONATION

ENCRYPT FILENAME KILL SERVICES

LANGUAGE CHECK LOCAL DISKS

NETWORK SHARES ENCRYFTION KILL PROCESSES

RUNNING ONE PRINT A NOTE

DESKTOP WALLPAPER SETICON

SHUT DOWN THE SYSTEM SELF-DELETE

KILL DEFENDER WIPE FREE SPACE

SKIF HIDDEN FOLDERS

SAME ENCRYPTION KEY MAXIMUM DECRYPTOR PROTECTION
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Let’s Review

What options do we have to protect ourselves? ///
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OSINT and
Cloud Scanning

* Social Media training and policies
for new hires and recruitment

* Adversaries are scanning 24/7/365, are you?

* Update the right things at the right time
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Continuous employee and training
security assessment
Pen testing digital and

Network and wireless security

2023 Crowdstrike, Inc. All rights reserved.




discovery, scanning and
assessment

application and service lift-and-shift

Cloud misconfigurations — or

Reduce attack surface by

2023 Crowdstrike, Inc. All rights reserved.
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Access for Sale

Access Broker activity increased by 112%

How would you know if they’re yours?

If they’ve got valid credentials, what can
we do?

Fatigue-resistant MFA
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Increase in cloud exploitation cases

are leaders in vulnerability
exploitation

Vulnerability is
and

Protection of

based detections and visibility
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Ransomware

2023 CrowdStrike, Inc.

Near zero barrier to entry
No need to even hack in anymore
tasy to use and wildly lucrative

Proactive Threat hunting

All rights reserved.
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Ransomware-related data leak attacks
grew by

in adversaries conducting
data theft deploying ransomware

innovate or pivot

Importance of having

i ROWDSTRIKE
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we stop breaches
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