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Beware and Warning
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This presentation is different from other presentations.
You and YOU ALONE are in charge of what happens in this presentation.

There are dangers, choices, pwning to be had and consequences. YOU must use 
all of your numerous talents and much of your enormous intelligence.
The wrong decision could end in catastrophe – even DEATH...



YOU are all very experienced hackers who banded 
together to form the newest e-Criminal group

Who are you?
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Focus

Commitment

Sheer Phreaking will

Dedicated to a singular vision...

You are a group of
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PWN GiantSolid™

Your objective:

Compromise Exfiltrate
& extort

Wreak utter 
havoc upon

The evil multi-trillion dollar corporation GiantSolid™.

By.any.means.neccessary
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Go to page 07

OSINT collection
and cloud scanning

Go to page 8

Attempt physical access
to GiantSolid headquarters



2023 CrowdStrike, Inc. All rights reserved.



2023 CrowdStrike, Inc. All rights reserved.



2023 CrowdStrike, Inc. All rights reserved.

Go to page 10

Exploit the aged public facing 
infrastructure

Go to page 11

Buy credentials from an access 
broker on criminal forums







Drumrlu
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Go to page 14

Stay and exploit your access to 
the machine

Go to page 16

Install remote access tools and 
hightail it out of there
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Go to page 14

Stay and exploit your access to 
the machine

Go to page 16

Install remote access tools and 
hightail it out of there
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Go to page 19

Try log in to GiantSolid cloud 
email

Go to page 20

Try credentials against public 
RDP servers
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Go to page 22

Deploy Ransomware

Go to page 24

Exfiltrate data
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Let’s Review
What options do we have to protect ourselves?
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Physical Access

• Social Media training and policies
for new hires and recruitment

• Adversaries are scanning 24/7/365, are you?

• Update the right things at the right time

OSINT and
Cloud Scanning
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Exploitation of

• Continuous employee awareness and training

• Home security assessment

• Pen testing digital and physical

• Network port control and wireless security

Physical Access
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Access for Sale

• Continuous discovery, scanning and 
assessment

• Resist application and service lift-and-shift

• Cloud misconfigurations – accidental or 
malicious

• Reduce attack surface by unplugging

Exploitation of
Aged Infrastructure
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• Access Broker activity increased by 112%

• How would you know if they’re yours?

• If they’ve got valid credentials, what can 
we do?

• Fatigue-resistant MFA

Access for Sale
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• 95% Increase in cloud exploitation cases

• China are leaders in vulnerability 
exploitation

• Vulnerability is weaponized
and exploitable

• Protection of all workloads

• Behavioral based detections and visibility 

Endpoint Exploitation
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• But we need it

• Know what you have and where it is

• Network detection and response

• Never expose RDP

Remote
Access Tooling
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• Near zero barrier to entry

• No need to even hack in anymore

• Easy to use and wildly lucrative

• Proactive Threat hunting

Ransomware
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• Ransomware-related data leak attacks 
grew by 82%

• 20% increase in adversaries conducting 
data theft without deploying ransomware

• Adversaries innovate or pivot

• Importance of having external view

Data Exfiltration

2023 CrowdStrike, Inc. All rights reserved.



VISIT US AT BOOTH X20

we stop breaches
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